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Intro

This guide is in 3 parts

Part 1, "How scanning works”, compares an
e-mail environment without Comendo  Security
Services, with an e-mail environment using Comendo
mailFence + spamFence.

Part 2, "Checklist”, guides you through the necessary
steps to setup Comendo mailFence + spamFence for
your domain(s). Read this section to get started imme-
diately.

Part 3, "Best Practices”, provides information of how
to use Comendo mailFence + spamFence correctly, and
what to do in certain scenarios involving errors, failures
or alike.

If you have any questions or concerns (not only in regard
to this guide), please do not hestitate to contact our
support at +971 444 65793 or co@comendo.com.
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1 How scanning works

Normal setup

When an e-mail is sent from one mailserver to another Emals sen 0 @ owreqessior DNS authority: yourdom
. . ) yourdomain.com yourdoman com Mirecords
mailserver through the internet, the following 3 steps

V- A = % =
apply: . 2 . 2

@ Mx-records answers
- mail.yourdomain.com

1. The sending mailserver asks the responsible DNS
server for the receiving domain (ie. yourdomain.
com) where to deliver the e-mail. This information
is kept in the MX records by the responsible DNS
server.

@ ¥wWN

2. The responsible DNS server sends the MX record
information back to the sending server. The send-
ing server now knows where on the internet it is
supposed to deliver e-mails for yourdomain.com,
which ie. could be mail.yourdomain.com.

All e-mails are delivered

yourdomain.com
receiving all e-mails

An MX record simply contains one or more desti-
nations of a mailserver for any given domain.

3. The sending server finally delivers the mail to the
MX records of that domain, which ie. could be
mail.yourdomain.com




Comendo setup

When an e-mail is sent from one mailserver to
another mailserver that is protected by Comendo
mailFence+spamFence, the following 4 steps apply:

1. The sending mailserver asks the responsible DNS
server for the receiving domain (ie. yourdomain.
com) where to deliver the e-mail. Only this time
the MX record information points at Comendo
mailFence+spamFence clusters.

2. The responsible DNS server for the receiving
domain, ie. yourdomain.com, sends the MX record
information back to the sending mailserver.

The MX records now contains the following Com-
endo mailFence+spamFence cluster addresses:

gw1.security.comendo.com
gw2.security.comendo.com
gw3.security.comendo.com

3. The sending server now delivers the mail to the
MX records of that domain: Comendo

4. A Comendo mailFence+spamFence cluster re-
ceives the e-mail in question. At first the e-mail is
checked for spam, and if classified as spam, the
e-mail is quarantined.
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If the e-mail is not classified as spam, the mail is
then checked for known viruses, and if any virus
found - the mail will not be quarantined but
deleted.

If the e-mail has no viruses or is not classified as
spam, the mail will finally be delivered to your
mailserver which ie. could be mail.yourdomain.

com
E-mails sent to () DNS requests for DNS authority: yourdome
yourdomain.com yourdomain.com MX-records
C— C—
& R % =
@) Mx-records answers:
- gw1.security.comendo.com
- gw2 security.comendo.com
- gw3.security.comendo.com
<& /| E-mails are delivered

\ to MX-records

|
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A < @
A °

Regular e-mails are delivered

Yourdomain.com
receiving only regular e-mails

I
@ -

Vius - Spam




2 Checklist

If we take a look at the drawing in section 1 of this
guide, we see what basic needs to be in place, and in
which order:

1. MX records must contain Comendo addresses.

2. Comendo must know the address of your server.

3. Your firewall and mailserver must allow connec-
tions from Comendo IP-ranges.

This section contains troubleshooting instructions for
your new Comendo mailFence + spamFence solution.

Keep in mind, that you can allways contact Comendo
support at +971 444 65793 or find help in our online
helpdesk.

> http://helpdesk.comendo.com

]

Knowledgebase

Comendo mx records and ip range
portal kb.public.top :: English : Mailscan :

Users with the follewing MX-records on their domain, can in their fire
Mzx records:

« domain.tid. IN MX 10 gw1.security.comendo.com.

+ domain.tid. IN MX 20 gw2 security.comendo.com.

+ domain.tid. IN MX 30 gw3.security.comende.com.
Owr ip range:

« 89.104.216.0 Netmask: 255.255.255.0 (89.104.216.0-88. 10«
« RO 217 0 Natmask: 255 255 255 00 (A8 104 217 -9 10




Check your MX

As mentioned in section 1 of this guide, a MX record
is simply a “spread sheet” containing information. This
sheet is part of a DNS zone, which is being managed by
a given DNS server.

This DNS server can be your own inhouse server, or it
can be a service you have bought elsewhere, which is
common for small to medium-sized businesses.

If you are in doubt about who is hosting your DNS zone,
do not forget that you can allways contact Comendo
support at +971 444 65793.

Comendo support can assist to find your DNS provider,
and also to contact them and ask for the MX record
change on your behalf.

Changing an MX record usually takes about 12-24
hours.

You can allways check you MX records at:

> http://Awww.mxtoolbox.com

MxLookup Blackdists Diagrostics  AnalyzeHeaders ~ SPFRecords  FreeMonitoring | DNS Lookup More ¥

SuperTool

Command
whois:comendo.com m

If you manage your own MX records, you should then
change your MX record(s) to those shown in the picture
above:

10 gw1.security.comendo.com
20 gw2.security.comendo.com
30 gw3.security.comendo.com

If your DNS hosting company has provided you with a
webinterface / control panel, the DNS hosting company
most likely expects you to change your MX records on
your own.

If you need help with that, call Comendo support. We
can either ask your DNS hosting company to make the
changes, or we might be able to perform the changes
for you, if we get your login to that control panel.

Information about Comendo MX records and IP-ranges
and a more technical guide to troubleshooting incoming
e-mails are availabe at the Comendo helpdesk:

> http://helpdesk.comendo.com




Check your incoming server

Assuming the MX records now points at Comendo all
your e-mails are then recieved, scanned and filtered by
Comendo.

Everything else than spam and malicious e-mails
will now be delivered to your mailserver. In order for
Comendo to deliver these e-mails, Comendo must know
the address of your mailserver.

Go to your Comendo Security Center

> https://security.comendo.com

Then browse through the menues as follows;
mailFence/spamFence -> Settings -> Account.

In this section you will find a field called “Incoming
server”.

The address (IP address / hostname) of your mailserver
must be in this list, and this will be the mailserver to
which Comendo delivers the scanned e-mails.

Check the servername to ensure it is correct. If the cur-
rent server is not correct, delete the address from the
list and type in the correct address in the field above the
server list.

It is possible to have more than one mailserver on the
list.

Comendo will then try and deliver all e-mails to the first
address listed, and if the connection fails to this server,
Comendo will try and deliver e-mails to the next server
and so on.

All changes made in this part of the Comendo Security
Center takes up to 30 minutes to apply.

cemendo
B

ity Center Ok

Once you confirmed the address of your mailserver is
correctly typed into the "Incoming server” list go to the
following menu:

mailFence/spamFence -> Settings -> Delivery diagnostics

In here you will see your domain in the drop-down menu
and you can now click "Test"”.

This test creates a telnet connection from each of the 4
Comendo mailscanning clusters towards your mailser-
ver, and this is indicated by either a red og green icon




below each cluster, stating wether a connection failed
or succeded.

If the result is four green icons, there are no problems
for Comendo to deliver your e-mails.

If one or more tests are red, Comendo cannot deliver
e-mails to your mailserver from these clusters.

This can either be a restriction in your firewall or a
restriction on your mailserver.

In this matter, you must allow connections in your
firewall and on your mailserver from the following
IP-ranges:

89.104.216.0/24
89.104.217.0/24
195.242.120.0/24
208.43.228.176/29

Netmask: 255.255.255.0
Netmask: 255.255.255.0
Netmask: 255.255.255.0
Netmask: 255.255.255.248

You can also find them on the Delivery diagnostics page
when you click the "test” button.

Information about Comendo MX records and IP-ranges
and a more technical guide to troubleshooting incoming
e-mails are available at the Comendo helpdesk:

> http://helpdesk.comendo.com

Please note that if you have your mailserver hosted by
another company, and if you do not manage the mail-
server or firewall your self the company hosting these
services must check if the mentioned IP-ranges is allo-
wed in your firewall and on your mailserver.




Check your mailflow

Assuming your domains’ MX records are now pointing
at Comendo and your mailserver accepts connections
from the earlier mentioned IP-ranges, you can now use
the Comendo Security Center webinterface to check
your mailflow.

In the Security Center click on:

mailFence/spamFence -> Inspect e-mails

You should now get a screen similar to this:

e ————]
cemendo
Sty Conr

mailFence/spamFence

nspec s

sz - meao @
oo -ms °
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008281507
100624
100824

006281850
21006201850

soocusorocsooocse s

100826
21006201855

Click on an e-mail in the list to read your mailserver's
response.

If your e-mail flow contains a lot of e-mails marked with
red question marks, your mailserver is not accepting
connections from the earlier mentioned IP-ranges.

If your e-mail flow contains lots of e-mails marked with
grey hourglasses, your e-mail server is either not respon-
ding, responding very slowly, or lacks suffcient system
resources to accept the e-mails in question.

There are many different responses depending on
which mailserver you are using and which version, why
there might be errors that are not mentioned within this
guide.

If you have any concerns or questions, contact support.




Check your IP-restrictions

As mentioned earlier; when a sending mailserver sends
an e-mail to another server, the sending mailserver
usually makes a DNS request to the receiving domains’
DNS authority, to get the address of the receiving mail-
server.

What if a spammer tries to send spam directly to your
mailservers’ IP-address dodging Comendo mailFence +
spamFence?

You can set up your frewall and mailserver to only
receive e-mails from our IP-ranges.

Please note that if you have your firewall or mailserver
hosted by an another company and if you do not ma-
nage these yourself you may not be able to make these
restrictions in the firewall or on the mailserver.

If everything works fine

Assuming everything works fine; your e-mail flow is OK,
and your mailserver is receiving the wanted amount of
e-mails, you can now setup your firewall and mailserver
to deny connections anything else than the following
four IP-ranges, which are the same as earlier;

89.104.216.0/24
89.104.217.0/24
195.242.120.0/24
208.43.228.176/29

Netmask: 255.255.255.0
Netmask: 255.255.255.0
Netmask: 255.255.255.0
Netmask: 255.255.255.248

You can always find the IP-ranges in the Security
Center -> Delivery Diagnostics section, by clicking the
“test” button

Information about Comendo MX records and IP-ranges
is also available at the Comendo helpdesk:

> http://helpdesk.comendo.com




Help us help you

At this point your new mailFence + spamFence product
should be running.

Comendo is now scanning all your e-mails, filter unso-
licted mails as spam and quarantines those, deletes
e-mails containing viruses, and delivers the expected
amount of e-mails to your server.

What else is there to check?

Maybe you have some suggestions for improvements,
bugs to report or maybe ideas for a new feature?

Does your business receive important e-mails from
domains that are known for sending a lot of spam like
hotmail?

Maybe you do a lot of business in Asia which is not
known for having the best reputation in regard to
spam?

Keep an eye on your mailflow during the upcoming
days and see if you notice any e-mails that Comendo
considers being spam but you know is not.

No one knows your daily e-mails better than you do.

Call us! Let us know!

We will do everything we can to ensure you have the
best possible experience with Comendo mailFence +
spamFence.

Comendo Security Support:
Phone: +971 444 65793

E-mail: co@comendo.com




3 Best Practice

In section 1 of this guide we go through how a normal
mailflow works and in contrast how a mailflow with
Comendo mailFence + spamFence works.

In section 2 we provide you with a checklist of which
most important parts to pay attention to regarding the
setup of mailFence + spamFence.

In this section we will look at how e-mails are handled
within the Security Center and how you can trouble-
shoot these to identify or locate a problem.

cemendo

Security Center
| .
Login

Usernama
Password

Remember info

Login

If ¥ou have forgotten your legin, please contact us at Support-phone:
+45 4333 0391 or send an email to support. security @comendo.com




Stateful firewall

If you have a stateful firewall and are experiencing
problems with e-mail delivery, you should disable
Stateful Packet Inspection (SPI) or ‘SMTP inspection’.

Read more about Stateful Firewalls at Wikipedia, the
free encyclopedia on the internet.

> http://en.wikipedia.org
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Contents
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Stateful firewall

From Wikipedia, the free encyclopedia

In computing, a stateful firewall (any firewall th
legitimate packets for different types of connect

Early attempts at producing firewalls operated a
packet filters are stateless - they have no memi

Contents [hide]
1 History
2 Description
3 Application-level filters
4 Pitfalls
4.1 Incompatibilities
4.2 Vulnerabilities
5 See also
6 References

History

Credit to the inventor of the stateful firewall is us

Before the advent of stateful firewalls, a statele:




What happened to my e-mail

You can view and search your mailflow in the Security
Center by clicking on:

mailFence/spamFence > Inspect e-mails.

When you want to know what happened to an e-mail,
go to this menu and then search for the e-mail.

The symbol to the left of the e-mail gives an indication
of how it has been handled by Comendo. Click on the
e-mail for more details.

Comendo by default logs all your e-mails for 14 days
unless other agreements hjave been made. Furthermo-
re spam e-mails that are quarantined can be released
within this timeframe.

Everything older than 14 days is deleted and cannot be
retrieved.

If the e-mail you are looking for is not located in the Se-
curity Center, Comendo most likely did not receive the
e-mail or the e-mail is older than 14 days and therefore
it no longer exists in the log.

If Comendo rejects an e-mail before trying to deliver it
to your server, the sender of that e-mail has received a
reject message from Comendo stating why this message
was not accepted.

This happens in few scenarios which could be as
following:

e The senders IP-address is blacklisted as a known
spammer.
Find more information about blacklisted e-mails
at Wikipedia, the free encyclopedia on the inter-
net.

> http://en.wikipedia.org

e  The sender does not meet the requirements/ RFC
standards that has been defined by IETF.

For more information about IETF visit
> http://Awww.ietf.org

For more information about RFC visit
> http://www.ietf.org/rfc.html

Some specific RFC’s for using SMTP on the internet
can be found here:

> http://www.ietf.org/rfc/rfc2821 . txt
> http://www.ietf.org/rfc/rfc2822 txt




When you find the e-mail look at the symbol to the left . The sender of e-mail is blacklisted and the e-

to get an indication of what sort of mail it is. mail is quarantined.
If you want to receive the e-mail, you can click
E This is a normal e-mail. on it to open the information window, and
It has been delivered to your e-mail server. then click on the “Release” button at the bot-

tom to the right.
2 This e-mail is quarantined as spam.

If you want to received the e-mail, you can click |:| The sender of this e-mail is whitelisted. No e-
on it to open the information window, and mails from this sender will ever be quarantined
then click on the “Release” button at the bot- as spam.

tom to the right. It has been delivered to your e-mail server.

ﬁ This e-mail contained a virus.
It has been deleted from our systems. In all the above cases you can click on the e-mail for
We cannot send it to you. more information.

= We are unable to send this e-mail to you at the By clicking on an e-mail a pop-up will appear, displaying
moment. detailed information about this specific e-mail.
We will try to resend this e-mail over the next 7
days before we give up. If your server is down,
we automatically keep your e-mail safe until e iy
your server is back online (if within 7 days). st

Sender michaei@rormark co.uk

Recipient ef@teressk

ﬁ This e-mail was rejected by your server. ,
It has been deleted from our systems. sk ionen e e deberes
We cannot send it to you.
Our systems have sent an automatic reply (a
“bounce message”) about this to the sender.

552MS-Otfice file containing VBA macros found inside of the smal (ec1]
01131 2804834 THIEAT 5-24755-5A7 C25CHIeT




The following details are available:

e  Subject of the e-mail
e Sender e-mail address
e  Recipient e-mail address

e The mailserver Comendo delivered the e-mail to or
tried to deliver to.

e  The size of the entire e-mail (incl. attachments,
text, pictures, signatures etc.)

e Time and date the e-mail was recived by
Comendo.

e Time and date the e-mail was delivered to your
server.

e  The by Comendo assigned spamscore (0 for not
spam).

e The reply from your mailserver (failed, accepted,
delayed, queued etc.)

Of special interest is “Reply from server”. This is how
your mailserver responded when Comendo delivered (or
tried to deliver) the e-mail to your server.

In regard to this, the following can be worth noticing:
A mailserver allways responds with an SMTP code,
which typically is:

o 2xX
The e-mail was accepted for delivery.

e Axx
The e-mail is temporarily rejected by the mailserver
and Comendo will try and deliver the e-mail later.

e 5xx
The e-mail was permanently rejected by the mail-
server and the e-mail will not be delivered.

Specific examples of the 3 scenarios:

2502.6.0
<7FECAEAE-151B-4E36-8707-F68C684959A1@
me.com> Queued mail for delivery

The mailserver accepted the e-mail and queued it inter-
nally for delivery. (This is a typical Microsoft Exchange
response)

452 431
Insufficient system resources

The mailserver is too busy to accept the e-mail or it is
lacking ressources such as disk space, memory or maybe
even CPU power.




550 5.1.1
User unknown

In this situation the mailserver has no mailbox for that
recipient and therefor rejects the e-mail permanently.

If an e-mail is rejected by your mailserver or if Comendo
for some reason can not deliver the e-mail to your mail-
server, this information can give you a hint of where the
problem might be.

Body, header and history

In the pop-up you will also find some tabs in the top of
the window.

"E-mail body” can be used to see what is inside an
e-mail. This is only possible for e-mails that has been
quarantined as spam.

The purpose of this is to see if the content is malicious or
not, before the e-mail is released to the final recipient.

"E-mail header” contains information about the origins
of the e-mail. This is only available for quarantined spam
e-mails.

The purposes are many, but mostly to identify where the
e-mail actually came from originally.

"E-mail history” contains delivery information.

The purpose of this, is to see if an e-mail has been tried
delivered several times and therefore is delayed, or
maybe to check different responses from your mailser-
ver in relation to troubleshooting.




White- and Blacklisting

E-mails that are spam quarantined by Comendo might
not be considered as spam by you or the recipient within
your organisation.

Whitelist

To make sure that you are always recieving all the right
e-mails, you can whitelist a specific sender address or
you can whitelist the entire sender domain. This is done
in the menu by clicking on:

mailFence/spamFence -> Settings -> Whitelist.

This allows an e-mail to be delivered to you even though
Comendo considers it being spam.

Considerations are advised when using the whitelist:

Most spam is what we call “spoofed e-mails”. Spoofed
e-mails are e-mails with a fake sender address which
typically is your domain. Then e-mails look like they
come from your own domain.

In this regard, it is not recommended to whitelist your
entire domain. Most often when a user sends an e-mail
to an Vanother user on the same domain the e-mail is
not passing the internet. Therefore there is no reason to
whitelist your own domain.

Another consideration to be made is about known pub-
lic free mailservices such as hotmail.com, gmail.com,
aol.com, yahoo.com etc.

Lots of spam looks like it is coming from these mail-
services but in most cases these are spoofed addresses
as well. Whitelisting the entire hotmail.com domain will
result in you receiving lots of spam.

If you need to whitelist som hotmail.com address it is re-
commended to whitelist the specific e-mail address such
as donald.duck@hotmail.com and not @hotmail.com.

Blacklist
Using the blacklist has the opposite effect. A blaclisted
sender will not be able to deliver e-mails to you.

The blacklist is used to prevent receiving specific e-mails
like newsmails or other unwanted e-mails. By blackli-
sting the e-mail address or the entire sender domain the
user will no longer receiving the unwanted e-mails.

If a new type of spam attack occurs the filter will quickly
adapt to this and in a very short time be able to filter
these new types of spam as well.

It may be helpful in a beginning of a new type of spam
attack to blacklist the spammer until the filter has fully
adapted to this new spam. This scenario is though very
rare.




Odd behavior

It could happen that some e-mails are delivered more
than once. It could happen that some e-mails are
queued although other e-mails are delivered without
a problem. What should you do when you experience
such odd behaviour?

Start troubleshooting by using the Security Center.
Click on:

mailFence/spamFence -> Settings -> Delivery diagnostics

Use the test to check if your firewall and mailserver is
accepting e-mails from the Comendo mailFence + spam-
Fence IP-ranges.

Check your mailflow for errors and check you mailser-
vers response if any e-mails have errors in the Security
Center.

Alternatively you can check the e-mail header to track
down eventual problems. This does however require
more advanced knowledge of e-mails.

Read more about e-mail headers at Wikipedia, the free
encyclopedia on the internet.

> http://en.wikipedia.org

Do not hestitate to contact support for help or questi-
ons.




Contact information

Your organisations contact information is available in
the Security Center. Click on:

mailFence/spamFence -> Settings -> Contacts

Keep your contact information up to date, especially
your contact e-mail.

We use your contact information when we send you pri-
vileged information. When updating your contact infor-
mation, you should consider the following situations:

If the contact person is on holiday who should we
contact instead? Add that contact.

If your server is down should we send privileged
information to an alternative e-mail address? Add that
address.

Consider using a group e-mail as contact address such
as comendo.contact@yourdomain.com.




Comendo Security Support
Phone: +971 444 65793

E-mail: co@comendo.com
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